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RESEARCH TOPICS

Creation, management and distribution of multimedia
content in a secure and interoperable way

« Electronic commerce of multimedia services and products
« Metadata interoperability and ontologies

« Security, privacy and digital management of rights along the content
life cycle

« Multimedia search

« Context handling and semantics

« Event reporting

« Privacy and rights in online social networks

« Contribution to Standardization: MPEG, JPEG, ...
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= Context and motivation

= Open issues on access control policy languages for Social
Networks
= Qur approach

» |nteroperability with content-associated policies based on
XACML

» Rights Expression Languages, Policy languages and Social
Networks

» Negotiating access control rules using XACML
= Semantic interoperability

= Conclusions
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= Web 2.0 (Social Networks) - PRIVACY

* Privacy needs to be protected! &

= Our work done so far on Social Networks

= |ssues to be solved
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= Our work done so far on Social Networks:
= Current privacy policies -
|dentification of useful elements of DRM systems

* |mplementation of privacy policies
(XACML, MPEG-21 REL, ODRL)

* |Interoperability of RELs based on XACML
* Privacy model (context-aware applications)

= |ssues that need to be solved:

» Policy languages limitations for Social Networks
* |nteroperability among different policy languages
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Access control policies languages limitations for SNs
= New type of “resources” need to be protected (relationships, events)
» High degree of expressiveness is demanded by users (preferences)
= Policy expressions mainly depend on the access context
» Lack of a standard format expressing SNs context

Lack of semantic interoperability

= Different services, different access control policies languages,
different contexts

Lack of control for “third parties” applications
= SNSs’ users also need to control them

= Access control models could be based on symmetric level of trust
and have negotiation capabilities
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= Users don't need to share all their data with the Service (i.e.
Social Network) Provider

/ External System \

Social Network
Environment
U > Social Network DEM
il/ Information RELs
interpreter translators
MNACML

Resource System
{l
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» Facebook application to include protected content
» Linked to external system (outside Facebook)

» Licenses/policies specification for the content
= External system authorization

= VIDEO
http://dmag.ac.upc.edu/downloads/
xmerjd_virtualgoods09.avi
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= Digital Rights Management (DRM) systems enable the
management of content through the complete digital value
chain:

= Content creation, adaptation, aggregation
= Distribution, superdistribution, offers
= Content consumption

» Rights Expression Languages (RELs) were devised to
express the terms and conditions of use of content

= Policy languages exist to define which entities have access
to which resources

= SNs requirements?
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= Social Networks provide:
» User (& relationships & actions) information
» Sharing of user content

= SNs need languages for the definition of content &
user info usage rules (and their enforcement)

= Control the usage (distribution, consumption, adaptation,
negotiation, etc.) of personal data and digital content
generated by the users

» Candidate languages:
» Policy languages (from Access Control)
» Rights Expression Languages (from Content Mngnt. & Prot.)
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= SNs can use policy languages to define which
entities have access to which resources

= Do current policy languages (e.g. XACML) support
negotiation, personal data management, and can
express complex content & user info usage rules?

= Example of content usage rule:

“Only my workmates can see the company Christmas
Dinner photo album during this month”

* The accomplishment of this rule implies knowledge about
users (“workmates”)
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» RELSs express the terms and conditions of use of
content through the complete digital value chain

* Do RELs support negotiation, personal data
management, and can express complex content &
user info usage rules?

» Current RELs cannot express complex content
usage rules needed in SNs
* Previous example

» Extensions must be defined with new rights, conditions,
user characteristics, ...
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XACML policy example

<Policy>
<Rule Ruleld="urn:oasis:names:tc:xacml:2.0:example:SR1" Effect="Permit">
<Target>
<Subjects> <Subject>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"> Alice
workmates group </AttributeValue>

</Subject> </Subjects>
<Resources> <Resource>

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">/vc:ChristmasDinner</AttributeValue>

</Resource> </Resources>
<Actions> <Action>
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
view</AttributeValue>

</Action> </Actions>

</Target>
<!-- Only during January 2010 -->
<Condition> ... </Condition>
</Rule>
</Policy>
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MPEG-21 Example license

=?xml version="1.0" encoding="UTF-3"?=
<rlicense licenseld="RightsObjectlD" xmins: dacx="um:mpegy: mpeg21:2006:01-REL-DACK-NZ"
xmins:dsig="http: Meensn a3, org/2000/09 xmidsigh" xmins mx="urm:mpeg:mpeg21:2003:01-REL-Mx-IWZ"
xmins="urm:mpeg:mpeg21:2003:01-REL-R-NZ" xmlns sx="urn:mpeg:mpeg21:2003:01-REL-ZX-N3"
xming:xsi="http: e w3, org2001MLSchema-instance”
xzischemalocation="urm:mpeg: mpeg21:2003:01-REL-R-MS .. fschemas/rel-r.xsd
urn:mpeg:mpeg21:2003:01-REL-Z%-N3 . fschemas/rel-sx. xsd
urn:mpeg:mpeg21:20053:01-REL-MA-NS . fschemasirel-mx. xsd
urn:mpeg:mpeg21:2006:01-REL-DACR-MNS | /schemas/rel-dac. xsd">
<rgrantGraup=
<rgrant>
=rkeyHalder=
[ <rinfox
{ =dsig KeyMame>URN:Rights:Holder: Unique:Id</dsig: KeyMame>
i <irinfo=
=/rkeyHolder>
=mxplay/=
=mx:diReference=
[ <mcidentifier>URN:Resource: Unigque: ld</mxidentifier>
=/mxdiReference>
=rallCanditions>
[ <rvaliditylnteral>
i «rnotBefore=2009-10-01700:00:00</r:notBefares
i <rnotAfter=2010-10-01T23:58:59 </r notAfters
i <frvalidityinterval=
</rallConditions=
</rgrants
<t grantGroup=
<rissuers
<rkeyHolders
{ <rinfox
{ <dsigkKeyMame=URN:Rights:lssuer:Unique: ld</dsig: KeyMame:=
{ o alrinfo=
</rkeyHaolder=
=frissuer=
<title=Rights Object Title</title=
<frlicense=
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ODRL Example license

=7xml version="1.0" encoding="UTF-8"7>

=g-ex:rights xmins o-ex="http:fodr net/1. 1/ODREL-EX"
xmlins:o-dd="http:/odrl net/1.1/ODRL-DD"

xmins: ds="http:MAwaani wid. org2000/09 xmld sig#

xmins enc="http: M w3 arg 200104/ xmlenc#" =
<0-ex. context=

<o-dd:version=1.1</0-dd:version=
<o-dd:uid=RightsObjectiD</o-dd: uid=
<fo-excontexts

<0-e¥lagreament>

“0-ex asset>

“o-ex contexts

- <o-dd:uid=URN:Resource: Unigue: ld</o-dd:uid>
<fo-excontext>

=fo-ex assets

<o-ex party>

<g-ex contexts

- <o-dd:uid>URN: Rights: Halder: Unique: ld</o-dd: uid=
<fo-excontexts

<fo-exparty>

<0-BX pRrMISsion=

<o-dd:play=

=g-ex:constraint=

. <o-dd:datetime=

: =<o-dd:start=2009-10-01T00:00:00 </a-dd: start=
i <o-ddend=2010-10-01T23:59:59</0-dd: end >
i <fo-dd: datetimes

=fo-ex: constraint=

<fo-dd:play=

<fo-ex permission=

<fo-ex agreement=

=fo-exrights=
@ DMAG UNIVERSITAT POLITECNICA

DISTRIBUTED MULTIMEEDIA APPLICATIONS GROUP DE CATALUNYA




XACML Example license

=<?xml version="1.0" encoding="UTF-3"7=
=Policy xmins="urn:oasis:names:tc:xacml 2.0 policy:schemazos” xmlins:xsi="http: e w3, org/20014MLS chema-instance”
wsi:schemalocation="urm:nasis:names:tcixacml:2.0:policy:schemacos http:/fdocs. oasis-open.orgfxacmlfaccess_control-xacml-2.0-policy-schema-os xsd"
Falicyld="RightsObjectlD" RuleCombiningAlgld="identifier:rule-combining-algorithrm: deny-overrides "=
<Description=Rights Object Title</Description=
<Target/=
=%anableDefinition “arableld="000000001"=
<Apply Functionld="urn:oasis:names:tcixacml:1.0:function:and"=
<Apply Functionld="urn:0asis:names:tcixacml:2.0:function: date-less-or-equal”=
<Apply Functionld="urn:0asis:names:tc:xacml:1.0:function: date-one-and-only "=
i =Emdronment&ttributeDesignator Attributeld="um: oasis:names:tc: xacml:1.0:environment:current-date” DataType="http: /Awwew. w3, org/2001 XMLSchemaidate"/>
<fApply=
<Apply Functionld="urn:oasis:names:tcixacml:1.0:function:date-one-and-only"=
=Attributealue DataType="http: A w3 org2001MLS chema#date =2010-10-01T23:59:59</Attribute’alue =
Poal-MotAftes-z
<fApply=
</Apply=
<Apply Functionld="urn:oasis:names:tcxacml2.0:function: date-greater-or-equal "=
<Apply Functionld="urn:0asis:names:tcxacml:1.0:function: date-one-and-only "=
§ <ErwironmentAttributeDasignatar Attributeld="um: oasis:names:tc:xacml:1.0:environment: current-date” DataType="http: e 3. org/ 2001 HMLSchemattdate" s>
=fApply=
<Apply Functionld="urn:0asis:names:tc:xacml:1.0:function: date-one-and-only "=
i =AttributeValue DataType="http: /w3, org/2001/XMLSchema#date" »2005-10-01 TOO:00:00 </Attribute’/alue>
i <l-MotBefore--=
<fApply=
</Apply=
<iApply=
< ariableDefinition=
<Rule Ruleld="urn:nasis:names:tc:xacml 2.0 example: SimpleRule1” Effect="Permit">
<Target=
<Subjects=
<Subject=
i <SubjectMatch Matchld="um:oasisinames:teixacml:1.0:function: string-equal"=
=<Attribute'alue DataType="http:/fwww. w3. org/2001HMLSchemadstring" =URN:Rights: Holder: Unique: Id</Attribute®/alue=
i =ZSubjectAttributeDesignatar Attributeld="um:oasis:names:tc:xacml:2 0:example: attribute:role” DataType="http: /A w3 org/2001MLSchema#string />
i </SubjectMatch=
<fSubject>
</Subjects>
<Resources>
<Resource>
<Resourceblatch Matchld="um oasis names:tc:xacml 1.0 function: string-aqual”=
{ <Attribute®alue DataType="http:Fums w3, orgd2001 fMLS chemadstring">URM: Resource: Unique: [d</attribute’/alue>
<ResourceAttributeDesignatar Attributeld="urn:0asis:names:tcixacml1.0:resource:target-namespace” DataType="http:/Aewwew. w3, orgd 2001 AMLSchema®string =
</Resourcehatch=
=</Resource>
</Resources=
<Actions>
<Action>
<ActionMatch Matchld="urn:oasis:names:te:xacml1.0:function: string-egual"=
o <Attribute’alue DataType="http:fumn w3, orgs2001HMLSchemadstring "> play</Attributevalues
i =ActionAttributeDesignator Attributeld="urn: nasis:names:teixacml1.0:action: action-id" DataType="http: Hwww.w3. orgf2001MMLS chemadstring /=
<fActiontatchs
<fAction=
<fActionss
<iTargets
=Condition=
i <WariableReference “ariableld="000000001"/>
=/Condition=

<fRulex
</Palicy=
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<?xrnl varsion="1.0" encoding="UTF-8"7=

<rlicense licenseld="RightsObject|D" xmins: dacy="um mpeg: mpeg21:2006:01-REL-DACK-NS"
xrmins:dsig="http: Aesnnn w3, org/ 200009 xmidsigh’ xmins:mx="um:mpeg:mpeg21:2003:01-REL-Ma-NS"
wmlns="urn mpeg:mpeg21:2003:01-REL-R-NS" xmins:sx="urn:mpey: mpeg21:2003:01-REL-SX-N3"
xmilns: "http: i w3, org/2001 MMLSchema-instance”
wsi:schemalocation="urm:mpeg:mpeg21:2003:01-REL-R-MS _/schemas/frel-r xsd
urn:rmpeq:mpey21:2003:01-REL-3X-NS | fschemasdrel-sx xsd
urncrpeq:mpeg21:2003:01-REL-MENS | fschemasfrel-my. xsd
urncrpeq:mpeg21:2006:01-REL-DACK-NS . fschemas/rel-dac.xsd">

<rgrantGroup=

<t prant

=rkeyHolder>

{o=rinfo=

=dsig:KeyMarne>URMN:Rights:Holder: Unigue: ld</dsiy: KeyMame=
i <lrinfox
SrleyvHolder
(< Llayi= )

<y diReferences

i <myxidentifier=URN:Resource: Unique:ld</mx:identifier=
. Ces

<rallConditions=

=ryaliditylnterdal=

<r:notBefore=2009-10-01T00:00:00 </r: notBefore=

=rnotAfter=2010-10-01T23:59:58 </r. notAfter=

<frovaliditylnterval=

i allConditionss

</rgrant=

=/ grantGroups

<rissuers

<rkeyHolders

L arinfor

i <dsigkeyMame=URN:Rights:lssuer:Unique:ld<idsig: KeyMame:>

io<frinfor

</rkeyHolder=

<frigsuers

<title=Rights Object Title<Aitle>

<frlicenses
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<?xml wersion="1.0" encoding="LUTF-8"7>

<Palicy wmins="urn:nasisnames:te:xacml2 0 policy:schemazos” kmins:isi="http: M w3 org2001MLSchema-instance”
st schemalocation="um:oasis names:tc:xacml 2.0 policy: schemazos hittp://docs. oasis-open. org/acmlfaccess_contral-wacmb2.0-policy-schema-os. xsd"

Fuolicyld="RightsObjectID" RuleCormbiningAlgld="identifier: rule-combining-algorithm:deny-overrides"=
<Description=Rights Object Title</Description
=Target

A

</Apply=
<Apply Functionld="

<fApply=
siipply=
< LariableDefinition:

Rule Ruleld="um:oasis:narmes:tc:xacml2.0:example: SimpleRule1” Effect="Permit">
<Target=

<Subjects>

<\ariableDefinition ‘Variableld="000000001">
<Apply Functionld="um:oasis:names:tc:xacml: 1.0:function:and">
<Apply Functionl

m:oasiznames:tc xacml:2.0:function:date-less-oregual ">
<Apply Functionld="urn oasis names:tc xacml 1.0 function: date-one-and-only"s
<EnwironmentAftributeDesignator Attributeld="um: oasis: names:texacml 1.0 enviranment: current-date” DataType="http: A w3 org/2001/HMLS chemad#date" >
<fApply=
=Apply Functionld="urn:oasis names:tc:xacml:1.0:function: date-one-and-only">

<Attribute’alue DataType="http: e w3, org/20014MLSchema®date”=2010-10-01T23:59:59 </AttributeMalue >
<L-MotAfter-->

éprp|y>

nasis:names:texacml:2.0dfunction: date-greater-or-equal*s
"urn:oasis:names:tcxacml 1.0 function; date-one-and-only">

<EnvironmentAttributeDesignator Attributeld="urn:oasis:names:tc:xacml: 1.0 environment:current-date” DataType="http: /. w3.orgf2001 ZMLSchema#tdate" />
<fApply=

<Apply Functionld="urm:oasis names:tc:xacml 1.0:function; date-one-and-only"=

<Attribute’value DataType="http: fwswes w3, org/ 2001 ML Schema#date” >2009-10-01TO0:00:00 <fAttributealues
<k-MotBefore-->

.<1Apply>

<Apply Functionld=

<Subject>
<Subjectiatch Matchld="urm oasis names tcoacml1.O:funclion string-equal®s
<Attribute’alue DataType="http: e w3, org 2001 SMLS chema@string " =URN: Rights: Holder: Unigue: [d</Attribute’alues

<ESubjectAttributeDesignator Atributeld="um: oasis:names:tc: xacml 2 0 example:attribute:role” DataType="http:/nw. w3, arg 2001 HMLSchemaistring />
</Subjecthdatchs

<fSubject>

ZfSubjects>
<Resources>

<Resaource>
=Resourcehdatch Matchld="um: oasis:names:teoacml:1 . 0function: string-equal”=
<AttributeValue DataType="http: e w3. orgf2001/ZMLSchema#string " =URN: Resource: Unique:Id=/Aftribute’alue=

<ResourceAttributeDesignator Attributeld="urn: oasis:names:tc:xacml:1.0:resource:target-namespace” DataType="http:/Anww.w3. org/2001 LS chemadstring" =
</ResourceMatchs

</Resource>

&/Hesources>

P

ctionss
<Action>
<Actionhatch Matchld="urn:nasis:names:tc:xacml:1.0:function: string-equal”=
<Attribute’alue DataType="http: A w3, org/ 2001 MLS chema@string " >play </Attributedalues

<ActionAttributeDesignator Attributeld="urn:oasis:names:tckacml 1.0:action: action-id" DataType="http:Awvaw. w3, org2001 ML chema#string =
<fictionblatchs

={Action=

kacUunw

Jargat

</Rule=
“/Policys

<Candition>
=MariableReference ariableld="000000001"/>
</Condition:




<?uml version="1.0" encoding="UJTF-3"%=
<o-ex:rights xmlns: o-ex="http:fodrl net/1. 1/ODRL-EX"
smlns:o-dd="http:odrl.net1 . 1/ODRL-DD"
xrmins: d=="http:Aennene w3 org2000/09 xmidsig#
xmins: enc="http:Awwen w3 org/2001.04 xmlenc# =
<o-excontexts
<g-dd:version=1.1</o-dd:version=
<o-dd:uid=Rights ObjectlD<fo-dd: uid=
<fo-exicontexts
<0-ex agresments
(<n-ex:asset>
“g-ex context=
i =zo-dd:uid=URMN: Resource: Unigue: ld</o-dd: uid=
<fo-ex.context>
\&/o-ex assets
/<o-ex party s
“g-excontext=
¢ <o-dd:uid=URN:Rights:Holder: Unique: |d</o-dd: uid=
<fo-ex: contexts
\&/o-ex: party >
<0-ex permissions
[ <o-dd: play= ]
<p-ex:constraint=
: <o-dd:datetime=
- <o-dd: start=2009-10-01T00:00:00</0-dd: start =
i =o-dd:end=2010-10-01T23:59:59</0-dd: end =
i =fo-dd:datetimes
<f0-gx.constraint>
(| </o-dd:play> )
</o-ex:permissions
<fo-exagreement=
<fo-exrights=
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<?xml wersion="1.0" encoding="LUTF-8"7>

<Palicy wmins="urn:nasisnames:te:xacml2 0 policy:schemazos” kmins:isi="http: M w3 org2001MLSchema-instance”
st schemalocation="um:oasis names:tc:xacml 2.0 policy: schemazos hittp://docs. oasis-open. org/acmlfaccess_contral-wacmb2.0-policy-schema-os. xsd"
Fuolicyld="RightsObjectID" RuleCormbiningAlgld="identifier: rule-combining-algorithm:deny-overrides"=
<Description=Rights Object Title</Description
=Target
<\ariableDefinition ‘Variableld="000000001">
<Apply Function/d="um:oasis:names:tcixacml:1.0:function:and"=
<Apply Funclionld="urn:oasis:names:te xacml:2.0:function: date-less-or-egual ">

<Apply Functionld="um aasis names:tc xacml 1 0 function’ date-one-and-only"s

<fApply=
=Apply Functionld="urn:oasis names:tc:xacml:1.0:function: date-one-and-only">

<Attribute’alue DataType="http: e w3, org/20014MLSchema®date”=2010-10-01T23:59:59 </AttributeMalue >
<L-MotAfter-->

</Apply=

</Apply=

<Apply Functionld="urn: oasis:names:te:xacml:2.0:function: date-greater-or-equal*>
<Apply Functionld="um: oasis.names:tc.xacml:1.0:function: date-one-and-only">

<EnvironmentAttributeDesignator Attributeld="urn:oasis:names:tc:xacml: 1.0 environment:current-date” DataType="http: /. w3.orgf2001 ZMLSchema#tdate" />
<fApply=

<Apply Functionld="urm:oasis names:tc:xacml 1.0:function; date-one-and-only"=

<Attribute’value DataType="http: fwswes w3, org/ 2001 ML Schema#date” >2009-10-01TO0:00:00 <fAttributealues
<k-MotBefore-->

.<1Apply>
<fApply=

<iApplyz /
< LariableDefinition:
Rule Ruleld="um:oasis:narmes:tc:xacml2.0:example: SimpleRule1” Effect="Permit">

<Target=
<Subjects>
<Subject>
<Subjectiatch Matchld="urm oasis names tcoacml1.O:funclion string-equal®s
<Attribute’alue DataType="http: e w3, org 2001 SMLS chema@string " =URN: Rights: Holder: Unigue: [d</Attribute’alues

<ESubjectAttributeDesignator Atributeld="um: oasis:names:tc: xacml 2 0 example:attribute:role” DataType="http:/nw. w3, arg 2001 HMLSchemaistring />
</Subjecthdatchs

<fSubject>
ZfSubjects>
<Resources>

A

<EnwironmentAftributeDesignator Attributeld="um: oasis: names:texacml 1.0 enviranment: current-date” DataType="http: A w3 org/2001/HMLS chemad#date" >

<Resaource>
<ResourceMatch Matchld="urn: 0asis:names:teoacml:1.0dfunction: string-equal "=

<AttributeValue DataType="http: e w3. orgf2001/ZMLSchema#string " =URN: Resource: Unique:Id=/Aftribute’alue=
</ResourceMatchs

</Resource>
&/Hesources>

<ResourceAttributeDesignator Attributeld="urn: oasis:names:tc:xacml:1.0:resource:target-namespace” DataType="http:/Anww.w3. org/2001 LS chemadstring" =

ﬂ ctions:

<Action>
<Actionhatch Matchld="urn:nasis:names:tc:xacml:1.0:function: string-equal”=
<Attribute’alue DataType="http: A w3, org/ 2001 MLS chema@string " >play </Attributedalues

<ActionAttributeDesignator Attributeld="urn:oasis:names:tckacml 1.0:action: action-id" DataType="http:Awvaw. w3, org2001 ML chema#string =
<fictionblatchs

={Action=
kacUunw

Jargat

<Candition>
=MariableReference ariableld="000000001"/>
</Condition:

</Rule=

“Policy>



» RELs can be used to express
offers

= MPEG-21 REL, ODRL, ...

» Users propose to others the usage
of their content according to the
rights and conditions that they
negotiate

» MPEG-21 REL example:

++
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License

Grant (y)

Principal (r)

Obtain (O)

GrantGroup (I'’)

Grant 1

Principal (r’,)

Right (p',)

Resource (t'))

Conditions (x’,)

Grant N

Principal ()

Right (p'y)

Resource (t')

Conditions (x’y)
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Issuer (o)

Time of Issuance (T)




Negotiating access control using XACML

<Policy>
<Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:0F1" Effect="Permit">
<Target>
<Resources> <Resource>
<Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:VW1l" Effect="Permit">
<Target>
<Resources> <Resource>

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">/vc:video</AttributeValue>

</Resource> </Resources>
<Actions> <Action>
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
view</AttributeValue>

</Action> </Actions>
</Target>
</Rule>
</Resource> </Resources>
<Actions> <Action>
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
obtain</AttributevValue>

</Action> </Actions>
</Target>
</Rule>
</Policy>




= Current existing ontologies

= Social Networks - Friend Of A Friend (FOAF)
= Contextual Information - Delivery Context Ontology
* DRM - Media Value Chain Ontology

Not enough to express all possible
privacy requirements for SNs!

A lot of work needs to be done!
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Issues on access control policies for Social Networks
have been analysed, including:

= Access control policy languages limitations for SNs

= Lack of semantic interoperability

Possible approaches:

= Use of Rights Expression Languages concepts to improve Policy
languages for Social Networks

= |nteroperability with content-associated policies based on XACML
= Negotiating access control rules using XACML
= Extending ontologies to achieve semantic interoperability

An extension to current Policy languages (XACML) to
support SNs requirements may be needed
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