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Privacy Data Envelops

for Moving Privacy-sensitive Data

Keeping Control over the propagation of your personal data
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Monitoring the Privacy sensitive data across a network

Motivation

Today privacy sensitive data are not just stored at central servers or at end-devices, but continuously

travel across a network of interconnected applications: vanious social networks, content sharing and
communication tools.

Users have increasingly strong concerns about their personal data “traveling” over such a global
infrastructure without having means to control their disclosure.

Problem definition

Provide a mechanism fo monitor the lifecycle of privacy-sensitive data entities and fo notify the
interested parties on the application of the appropriate privacy rules & strategies.

The proposed approach

|dentify the privacy-sensitive information entities and embed them in a Privacy Data Envelop allowing:

» the data owner or the administrator to specify which actions are authorized on each of this
these data entities, possibly keeping these entities within an hierarchical structure

» the owner or administrator to be informed of actions executed with this data entities,

+ (optionally) a software client to enforce these privacy policies set by the data owner or his
representative.
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Privacy Data Envelop (PDE)

definition

Privacy-sensitive entities (or sensitive entities)

define the parts of raw data that are different from the privacy point of
view; each such part is characterized by its individual properties.

Properties (or metadata)

specify some semantics on the respective data entities, e.g. the data
category, owner, date of creation/publication.

Privacy policies

indicate the authorized actions (e.g., access control, data handling and
disclosure policies) and which obligations must be fulfilled (e.g., data
deletion after a certain time period, notification or consent request to

the owners).

Composite PDE
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Privacy Data Envelop (PDE)

sensitive data entities and the privacy-related properties

Privacy-sensitive information entities Metadata

User profile User profile properties
- demographic data ({(age, =sex, marital status, ..) - Category

- different identifiers (names, soclial security, e- - TTL (time—to-live)

mall address, credit card numker, .0
- Exposure level

- preferences (video or music preferences, ..}

- Cmimer
- group affiliations
Messages (intentional) Message properties
- e-mail messages (including attachments: - Category
forwarded,/replied message, or other types of files) -

- IM
- Exposure lewvel

- User-generated multimedia contents
- Cmwner

- dender
- Recelwer

- Bubject

Interaction traces (residual) Interaction traces properties
- purchase logs - Category

- @lick-trough traces - TTL

- video streaming logs - Exposure lewel

gk - Cmner

- Ohject {interacted with)
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Privacy Data Envelop (PDE)

categories of privacy policies

System-wise configuration of default properties
If type=email then
exposureleve =1
TTL = unltimited
If type=id then
exposurel eve (=2
TTL =12 hours

Exposure level interpretation policies
If exposurelevel =0 then
The data are accessible without any restriction
fexposurelevel =1 then
The data are accessible only to owner and receiver

The PDE properties are accessible without restriction

Individual configuration of PDE properties
If owner = Mr X and type=email then

exposurelevel =3
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Privacy Data Envelop (PDE)

examples of group privacy policies in enterprise context

Group 2
(E1,D2)

Group Privacy Policy 1 (sender inside the group 1):
If sender € E1 A D1, then check reciplent
If recipient € E1ND1, then authorize sending and keep log;

Group Privacy Policy 2 (sender inside the group 2):
Ifthe sender e E1NDA, then check recipient

If recipient € E1-partners, then ask consent from the original sender, wait time T
If positive consent recelved, then authorize sending under conditions
Eflse deny sending
Group Privacy Policy 3 (sender inside the group 3):
If the sender € E1-partners, then check recipient

If recinient & E1 A El-partners, then ask consent from all D1 members, wait time T

I all positive consent recelved, then authorize sending under conditions

Else deny sending
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Conclusions

Guiding users’ privacy-aware behavior

Provide for a data structure for Privacy Data Envelops (PDE) that can be integrated with the existing
communication tools (e.g. e-mail, IM, Wiki, Blog, or SN apps)

» Definition of different data properties and policy categonies that can be carried by a PDE
» Realization of a mechanism for PDE communication between different processing entities

Industry-focused API specification
Provide application programmers a standard for guiding the development of PDE-aware applications
» Facilitate the development of various add-ons over existing communication tools

Security and enforcement

Investigate security mechanisms that enforce PDE policies
» Time-to-live enforcement
» Data encryption and signing

Expected Benefits
Increase trust in privacy sensitive applications
Promote a privacy-responsible behaviour within a user/application network
» Reduce nisk of data misuse and user mistakes in complex operations
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