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mobile 1. Motivation
business Two Perspectives on Privacy Protection

Privacy Protection as a Decision-making as a calculus of risks
Process (Brunk 2005) and benefits (Culnan and Armstrong 1999)
Awareness

Behavioral Reactions
(including disclosures)

Detection

Prevention
Privacy Calculus

Response

Recovery Risks / Costs Benefits
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business Problems

= Benefits are what drive users towards service use.

= Privacy thoughts most often are only a ,,supporting
actor" in users’ decision-making.

= More effective privacy-risk communication is needed to
help users understand the consequences of behavior.

= Call: integrate (privacy-)consequence information
into user-control mechanisms.
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Privacy Risks of Smartphone App Usage

Apps are useful and provide utility.

APIs (e.g. geolocation API) as
= _..enabler of utility.

= _..threat to user privacy.
Negative examples: ,Path™ & ,Brightest Flashlight™

Lack of risk transparency and “hidden” information flows
lead to a bias in users’ risk perceptions.

Explicitness regarding consequences can help (Laughery
et al. 1993).
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business Privacy Risks of Smartphone App Usage
First-order privacy risk: Second-order privacy risk:
= apps can access a multiplicity of sensitive = Profiling: aggregated smartphone data
resources (enabIEd tO pr0V|de ut|||ty>. can be used to generate meaningful
= most apps have Internet access. information about the user (predict user
= information flows often without notice. traits, personality traits, movement
patters)?2

- risk: leakage of sensitive datal. - risk: implicit revelations of
private information due to

data-aggregation potentials.

> i Data Mining
pata tem A | ReceiverX Data Item A m
\ II::> New
Information
L—"| Receiver X
Data Item B »  Receiver Y Data Item B

2e.g., Kwapisz et al. 2010; Weiss and Lockhart 2011;
. Chittaranjan et al. 2011; Min et al. 2013; Gonzalez et
e.g., Egele et al. 2011; Enck et al. 2010 al. 2008; Phithakkitnukoon et al. 2010.
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business Current Privacy-Risk Communication

Current privacy risk information is... EE T Al 1121
-‘iﬁApps
- .. StatiC, % Facebook Messenger

FACEBOOK ¥

= .. coarse-grained & technical, -;-

Your messages
Edit your text messages (SMS or MMS), read

- - H your text messages (SMS or MMS), receive
u T tl med Ina pproprlately, text messages (MMS), receive text messages
(SMS) >
0 ignored largel s
e g g y, Modify or delete the contents of your USB
storage >
] System tools
does nOt Support Informed Change network connectivity, prevent phone
f leepi
deC|S|on -making. om sieeping >

Your location

Approximate (network-based) location,
precise (GPS) location >
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Google Play
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2 The Case of Smartphone Apps

business Suggested New Approaches (1/2): Google Play Study
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(ﬂ Google Play

WhatsApp Messenger
WhatsApp Inc. &

IJ\c’va'r.:z
* %k k k7 2 636.522 3. April 2013
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Was kann die App Uber dich herausfinden?
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% % % Mit neuer und verbesserter Benutzeroberflache
* %k Kk

WhatsApp Messenger ist ein Smartphone-Messenger und
fiir Android, BlackBerry, iPhone, Windows Phone und Nokia
Telefone verfligbar. WhatsApp verwendet dein 3G oder WLAN
(wenn verfiigbar), damit du mit Freunden und Familie
Nachrichten senden kannst. Steige von SMS auf WhatsApp
um, um Nachrichten, Bilder, Sprach- und Video-Nachrichten
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business Suggested New Approaches (2/2): Android Study
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business Results of Two User Studies (Summary)

= A consequence-based privacy- CEr
risk communication leads to:

Google Play

Taschenlampe - Tiny Flashlight Privatsphére
' * %9

= increased privacy and risk ks
awa re ness, » TaschenLampe LED HD :r::sphare
L8 2.8 8
= better comprehension of risks, 7 it
. *kkkok
" better Compa r|Son Of apps, F TBrightestTaschenIampe :ualsphare
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- prlvacy as a Stronger deCISlon faCtorl €3 Taschenlampe LED Flashlight Privatsphare
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= gsafer app choices.
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business Challenges

1. Conceptualization of * |dentification and conceptualization of consequences
Privacy Consequences * Consideration of context, scenario, etc.
* Positive vs. negative consequences

2. Consider functionality e Consideration of the purpose of an application (“demand level”)
and context of data access °* Context of access (e.g. background information flows vs. active

Ul)
3. Monitor data-access The actual data-access behavior of an app is significantly influencing
behavior of apps the privacy intrusiveness of an app (what resources? how frequent?

what combinations? interactions with other apps?); TaintDroid as an
example (Enck et al. 2010).

4. Consider Privacy Privacy-related consequences also depend on how the app provider
Transparency of App processes personal data; statements from the app provider such in
Providers a privacy policy could be used to determine consequences.

5. Automation Automation of monitoring and risk assessments will positively

influence efficiency, effectiveness, scalability, and costs.
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business Recommendations

Smartphone Platform Providers = Mechanisms to keep track of sensitive-information
flows; reason about privacy intrusiveness of apps
based on data-access behavior; communicate
observed behavior to other potential users.

App Marketplaces Add more useful privacy information about apps,
especially about privacy consequences to support
decision-making; add privacy rating for apps based
on their data-access profiles and purpose of data
access; provide developers with standardized ways
to explain permission requests.

App Developers Provide explanations for permission requests (e.g.
core functionality, side functionality,
advertisements, etc.).

W3C Support app developers by standardizing
transparency mechanisms in Device API use.
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