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Incentives

» Creating a standard is costly
* Adopting a standard is costly
» Extra scrutiny = loss of reputation



Network Effects

» Collective action problem

« Unilateral effort from 2N\ &
multiple stakeholders: N Y.
organisations, browsers, ‘ +-.,?,1*“ il
intermediaries, users e

 Too many standards dilute
efforts.

“‘Aptosis Network” by Simon Cocknell,
used under Creative Commons Attribution
Generic 2.0 License



Legalese -> human -> machine

e Loss, addition or mutation
of meaning

* Questionable legal standing

* Requires combination of
skills from radically different _
domains %

“License Layers” by Creative Commons,

used under Creative Commons Attribution
3.0 License



“Wouldn't it be great if we had standardised
templates for privacy policies?”

Platform for Privacy Preferences http://www.w3c.org/P3P (1997 — 4 years before CC!)
Mozilla Privacy lcons htip://www.azarask.in/blog/post/privacy (2010)
Privacy simplified http://yale.edu/self/psindex.html (2012)

Privacy commons http://www.privacycommons.org (2009)

Khula project http://www.khulaproject.com/ (2011)

Open Digital hitp://blog.opendigital.org/2012/03/identonomics (2012)
Know privacy http://www.knowprivacy.org (2009)

Netzpolitik (2007)

European privacy open space http://www.privacyos.eu (2009)

Privacy lcons (for email) http://privicons.org/ (2011)

Clearware http://www.clearware.org (2006)

Privacy labels http://cups.cs.cmu.edu/privacyLabel/ (2010)

Internet Governance Forum htip://identityproject.Ise.ac.uk/mary.pdf (2006)
| agree to htip://www.iagreeto.org (2011)

Standard Label hitp://standardlabel.org/ (2012)

OwnTerms http://ownterms.pbworks.com/w/page/6985495/FrontPage (2009)
Lex publica http://lexpubli.ca/ (2010).

Portability Policy http://portabilitypolicy.org/generator.html

lubenda http://www.iubenda.com

PrivacyChoice http://www.privacychoice.org

Disconnect htips://disconnect.me/icons

Open Notice http://www.opennotice.org

ToS;DR http://www.tosdr.org
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Promising Developments

Efficient regulatory compliance
Digitised legal work (robo-lawyers)
Independent / crowd-sourced ratings

Natural language processing and machine
learning



- WillMaker

: s Plug 2015
docrac the web’s anly open collection of legal
contracts and the best way to negotiate

and sign documents online.

[ — ]
Q find documenis f sign documents
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E] docraey in a nutshell

1 docracy for lawyers
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STANDARD LEGAL

DO-IT-YOURSELF

LEGAL DOCUMENT
SOFTWARE

LEARN MORE »

That was easy! I finished my
documents in just a few minutes
and didn't spend money on
atrorney fees. Thank you!

Kathy F., Eiyria, Ohic




The
Cookie Collective

EEEEZS  Cookie Policy Generator

Cookie Audit

exactly how you cookies on your site, is crucial o making sure

Cookie Policy Generator

Optanon ePrivacy

Custom Development

Having an accurate and up-to-date cookie policy, that explains

you are obtaining informed consent from visitors.

On its own, it may not make your site strictly compliant with the
cookie law in all parts of the EU, but if you want to avoid user

intrusive pop-ups or opt-out controls, it is regarded by many as

Consultancy

Dasallar Draaram

the absolute minimum any website should have.

Our Cookie Policy Generator is a simple solution to putting together an easy to

Ubellda Websites Facebook apps Maoblle apps Login / Signup E

FEATURES LEGAL INFO USE CASES PRICING GUIDES BLOG

Generate a privacy policy in seconds
Easy. Fast. Beautiful.

Start generating a privacy policy,
or scroll down to learn more )

Follow Share

¥ Leave your email!




= Terms of Service; Didn't Read ~ Ratings  About

= lerms of Service
== Didn’t Read

“I have read and agree to the Terms” is the biggest lie on the

web. We aim to fix that. Rk

We are a user rights initiative to rate and label website terms & privacy policies, from very good GEEE) to very bad [FEEI3.

Terms of service are often too long to read, but it's important to understand what's in them. Your rights online depend on them. We hope that our

ratings can help you get informed abour your rights. Do not hesitate to click on a service below, to have more details! You can also get the ratings
directly in your browser by installing our web browser add-on:



= Terms of Service; Didn't Read Ratings  About

Ratings

Services [EREVTES

M Google

[ Google keeps your searches and other identifiable user information for
an undefined period of time

) Google can use your content for all their existing and future services
[ This service tracks you on other websites

[ Google can share your personal infarmation with other parties

[ No promise to inform you about data requests from governments

i€ More details

< SoundCloud

@ You stay in control of your copyright

Q Collected personal data used for limited purposes

™ 6 weeks to review changes

B indemnification from claims related to your content or your account
[ Personal information can be disclosed in case of business transfer or
insolvency

I8 tnra Ansnils

| Search | e.g.facebook, twitter, search...

YouTube r=n

[ Terms may be changed any time at their discretion, without notice to
the user

E] They can remove your content at any time and without prior notice
3 The copyright license is broader than necessary

3 Reduction of legal period for cause of action

E Deleted videos are not really deleted

£E More details

& GitHub

@ You don't grant any copyright license to github

n Changes can happen any time, sometimes without notice

) vou shall defend and indemnify GitHub

™ Your personal information is used for limited purposes

[ vour account can be suspended and your data deleted any time for any
reason

2 kdarn Antaile

(Y



Most Visited v+  {_]Import to Mendeley {_iRead later [} Saveyour consent

YDUTUbE Share review | http:/ftosdrorg/#youtube

CLASS D The terms of service are very uneven or there are some important issues

that need your attention.

[E)) terms may be changed any time at their discretion, without notice to the user Discussion

They can change the terms of service any time they see fit, even without notification to the user. Your use of
the service supposedly constitutes acceptance of the changes in the terms.

IE}] They can remove your content at any time and without prior notice Discussion

Youtube reserves the right to decide if a video violates the terms of service, not only if the user is a copyright
infringer, but also not limited to: if the content is about pornography, obscenity, excessive length. The content
may be removed and the user's account terminated without prior notice and in the sole discretion of
Youtube.

£ The copyright license is broader than necessary Discussion

The user grants Youtube a worldwide, non-exclusive, royalty-free license that is sublicenseable and
transferable, and that can be used without limitation for the promotion of the service, in any media format
and through any media channel, provided it is in connection with Youtube, its successors’ and affiliates”.

I3 Reduction of legal period for cause of action Discussion

3]

p— — - ——r— ¥

(T



FOETEAME IR Lo F RS VMR R L R T WM s Rt L R M e MM Lo B 6 T W ARl s (S FTEW e W lerEtmt

E LEGALSIFTER Upload a Contract

How Does it Work?

>

Upload a Word Doc Our Servers Process It Suggestions in 30 Seconds

“How fair is your contract? Find out in
seconds.” - LegalSifter.com



03 3 === TEf F1
0.2
01
L e T T B T T T N T S T T T T T
0l 0 03 04 0.3 o7 0.8

Figure 1: Performance results for the transparency task.

Average | % of % of Average | % of % of
Fealur® | ympact | 0-Label | I-Label /é““"e Impact | 0-Label | 1-Label
account | 13.09 100 100 information -19.63 100 100
access | 6.04 100 100 personally -4.86 67 43
share 4.2 100 86 identifiable -4.63 67 43
data 2.7 92 100 personally identifiable | -4.41 67 43
using 2.0 83 86 cookies -3.58 92 71

Tab

res with the greatest—magniuwﬁ] and negative (right) impact scores.,

to the classification decisions for a given test set. We measure the average impact of a feature [ in
a train/test split of the data using the following formula:

7 2

split
| P | (trainset festset)Esplits

weight( f|trainset) Z value( f|testdoc)

docElestsct

impact( f) = (n

Despite the use of L, regularization, some frequent but not obviously informative features such as



