‘User choice vs.
Protecting users by
detault’

Frederick Hirsch, Nokia, @fjhirsch
Chair W3C Device APIls WG
20 November 2014





















// '-;E f g_)‘
& A
e )
l\L,/SQF .
B g»
A /F_h\
A <
A d- 7
-

S Ar
m

oy

Lf e

/

&P

i il ‘ 4al’!




App, Operating System
Browser, Web Application
App Store, Search/Discovery
Network

Service Providers, Backend Systems
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multipart/form-data >

<form action="server.cg method="post"” enctype
<input type="file" name="image" accept="image/*
<input type

</form>

capture>

value="Upload">

submit

<input type="file" accept capture>
<canvas></canvas>

are attribute is specified as in the Example 1 or Example 4, the file picker may render as

When an input element's accept attribute is set to image /= and the ca;
presented on the right side. When the attribute is not specified, the file picker may render as represented on the left side.
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Least permissive:

sharing=internal

secondary-use=contextual

retention=no
The least permissive ruleset says that the user wants her data shared only internally by the data collector and organizations that help the data collector deliver the
service, only used for contextual purposes (which includes contextual advertising), and not retained beyond the baseline period.

Internal customization/personalization:

sharing=internal
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Some users may want to permit their data to be used internally by the data collector to do individualized analytics or provide some personalization based on recent
activity, but not for marketing purposes. This ruleset, which allows data to be retained for a limited period and used for customization but not shared, corresponds
to that set of preferences.

Profile-based advertising:

sharing=internal

secondary-use=marketing-or-profiling

retention=long
If users want to allow the data collector to use their data in profiles that are later used to target ads back to them, this ruleset would allow for that, with sharing still
limited for internal use but with marketing, profiling, and retention allowed.

Public:

sharing=public
secondary-use=contextual
retention=long

This ruleset lets users express their permission to have their data shared publicly, but not used by the data collector for non-contextual purposes.

Most permissive:
sharing=internal
sharing=affiliates
sharing=unrelated-companies
secondary-use=contextual
secondary-use=customization

secondary-use=marketing-or-profiling

retention=long

The most permissive ruleset allows all three kinds of sharing, all three kinds of secondary use, and indefinite retention.




“User choice vs. Protecting users by default”

what is the right question?
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