UX: Security and privacy

W3C Workshop on Privacy and User—Centric Controls

Opera Software



Privacy and security controls must not be
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Give the users sufficient information
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Warning |Security | Details

The server's certificate chain is incomplete, and the signer(s) are not
registered. Accept?

Security lssue

Waming| Security |Details

Certficate errors:

Invalid certificate ‘

Opera cannot verify the identity of the server
"errors.crypto.service.0sa", due to a certificate problem. The
server could be trying to trick you. Would you like to continue to
the server?

(1) The server's name "errors.crypto.service.osa” does not
match the certificate’s name
“uncrypto.service.osauncrypto.service.osa”.
be trying to eavesdrop on you.

(2) The certificate for "uncrypto.service.osa” is signed by the
unknown Certificate Authority “Opera Crypto Intermediate
CA". It is not possible to verify that this is a valid certificate.

(3) The centificate for "uncrypto.service.osa™ expired 31-Dec-01
23:59:00 GMT. The webmaster should update the certificate(s).

Server name:

Somebody

may

Show certficate | [ continue Anyway | [ Cance ]

errors.crypto.service.0sa

Certfficate summary

Holder:uncrypto.service.0sa, Opera Software ASA

Issuer: Opera Crypto Intermediate CA, Opera Software ASA

Expires:31-Dec-01 23:59:00 GMT

Encryption protocol

Chomme ) (e ) (o)

256 bit AES (DHE_RSA/SHA)

] Remember my choice for this certificate
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... on smaller screens
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Pay securely for a
coffee or a cabin.

Sign Up for Free
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CHOOSE PAYPAL WHEN YOU SHOP, AND
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CHOOSE PAYPAL AT CHECKOUT THIS
HOLIDAY SEASON, AND YOU'LL BE
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Opera cannot verify the identity
of the server, due to a certificate
problem. The server could be

trying to trick you.

Continue Anyway

Cancel




... but what does the browser know?



Can we expect users to understand
security and privacy?

Different aspects of security
* Enryption

* Trust

« Context of use

Rely on more "security signals”
* Third party trust services
* Heuristics based on previous browsing sessions
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Trust
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Open This Site

This site has a terrible trust rating,

and may try to defraud you.
>

This site has a terrible reputation,
Close This Site and may try to defraud you.

You've never visited this page
before.

v
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Nér du bruker PayPal.no, samtykker du i var bruk
av informasjonskapsler.

Trygg. 0g enkel
¢ betaling.

L

Opprett en konto gratis

Raskt og enkelt.

Millioner av kunder verden over bruker

PoyPal av én eneste grunn: Det er enkelt.
Ry e .

YA nl!l:yéstﬂ)e inn e-postadressen og

paypal.com/no...ps/mpp/home

Safety
Excellent
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Encryption
Your information is fully protected.

The document was sent over an
encrypted channel.

A form wants to send contact
information over an encrypted
channel.

One or more embedded resources
were sent over an encrypted
channel.

A form wants to send confidential
information over an encrypted
channel.

Encryption  Reputation
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Nér du bruker PayPal.no, samtykker du i var bruk

av informasjonskapsler. Reputati@n

Data is provided by Web of Trust (WOT).

Trygg. 0g enkel WO
¢ betaling.

L

Opprett en konto gratis This site has an excellent
reputation.

https://www.paypal.com/no/webapps/
Raskt og enkelt. mpp/home

Millioner av kunder verden over bruker
PoyPal av én eneste grunn: Det er enkelt. Privacy
Payv/ g . - .
{4 i3 V43 e inn e-postadressen og Stellar rating (with 89%

paypal.com/no...ps/mpp/home confidence).

Safety
Excellent

Encryption  Reputation




Nér du bruker PayPal.no, samtykker du i var bruk
av informasjonskapsler.

Trygg. 0g enkel
¢ betaling.

L

Opprett en konto gratis

Raskt og enkelt.

Millioner av kunder verden over bruker

PoyPal av én eneste grunn: Det er enkelt.
Ry e .

YA nl!l:yéstﬂ)e inn e-postadressen og

paypal.com/no...ps/mpp/home

Safety
Excellent
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Trust

This site has a good trust rating.
You've never visited this page
before.

This site wants confidential
information.

This site has an excellent
reputation.

This site wants personal
information.

This site wants information.

This site is identified bv an

Encryption  Reputation




Questions?

haakonfb@opera.com



