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Issues

* Finding the right message
* Giving the right pointer

* Looking at all the information sources
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Learning from the Privacy
Dashboard

|_$'
File Edit Wiew History Bookmarks Tools Help

T == |E| http:www.w3.orgs

5] Most Visited ™ [TlopenSUSE~™ #Getting Started [ |Latest Headlines> | [T)Moaill
3¢ T= LEO Ergebnisse fir "serendip... 38 L] World v

£F tracking - Wolfram|Alpha

Views: desktop mobile print

STANDARDS  PARTICIPATE MEMBERSHIP

* The dashboard runs in the backround
and doesn't disturb
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The Dashboard is there when
you need it

|LF| Wateh Aa.../jtd Listen to ... /IEH BBC - Rad...\|@| Uraft Pri... JWETpStaten 25 Jivy Nogoom ... i@ P3F: The @ & ¥

= Privacy alert: What do you want to do with www.weborama.fr? | Accept always | ! Protect me| | Tell me more | %

Weborama.fr propose un classement quotid ien des meilleurs sites. Inscrivez votre site et bénéficiez de notre service de statistigues gratui'tes..

i~

* Preferences are too complex to be set
up front

* Let the system learn from your habits
over time

Workshop on Privacy and User
centric controls



@.- + Privacy Daghboard <@longtarin:= -

Data Track Location Current Website | Share Findings About

Information about the current website

Review and adjust privacy options for the current website, including, cookies, P3P and more,
You can find out more about this website using the queries on the 'Data Track' tab above.

=) www.wolframalpha.com

This website has: Your preferences for this website:
= 2 session cookies (e) Carefree
s 5 |asting cookies O Thoughtful

oNUo Ul

an internal third party site (O Paranoid

3 external third party sites
Advanced Wiew

an internal third party session cookie

an invisible image

-90U949)94C
You can use the following buttons to check the current website in various ways
e } ' s J e d Check site with Norton SafeWehb...| Check site with Free Trust Seal...| Check site with TRUSTe. ..
[ )
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Privacy Dashboard
ﬁ)ata Trac kerucatFun )| Current Website ' Share Fin d.i.ngE- )| About |
1. Select query:

What are websites

collecting and how? 'r_‘u'ufh'tch external 3rd parties are used by a given website?

)

)
O

2. Domain name or URL:

See what data is being collected
by the websites you visit, what
cookies they set, and more.

: | www.kinopoisk.ru

(o) )1

3. Execute query

Query results appear below - click on values to set the query parameter above

Ir'thir«:l_}:lilrt:,'

ad.adriver.ru

api.conduit.com
apps.conduit.com
counter.rambler.ru
counter.yadro.ru
kinopoiskgaua.hit.gemius.pl
marriottinternational.122.207.net
ping.chartbeat.net
static.chartbeat.com

top.list.ru

top3.mail.ru
usage.apps.conduit-services.com
www.google-analytics.com
www.google.com
www.tns-counter.ru

yandex.st
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Trying to get information from
everywhere

DNSSEC-Tools - Mozilla Firefox

“# DMSSECD... | s Domain Na. .. | S How To Se... DMNSSEC-Tools | “ Bloodhoun. .. | DHSSEC-Tools... | DMNSSEC-The ... | .& Add-ons Ma.. DMSSEC-To... x

A v 8 $+ #

= Drolt~

1

& hipsiwwwdnssec-tools.ong w~ | | o~ bequick HTTPS

Mast Visited ~ ¢ TFRP-Wiki FosTREWS~ WMSleo [Fotwest~ [Fhprivat~ [ Tools~ [Fosearch~ [FEOW3IC~ [FoPolicy~ FEucpa~ [FoRsisew
F e )
s

— .
DNSSEC-ToOIS St

Is your domain secure ?

Tute

Your Zone

Install DNSSEC-Tools
Sign Your Zone!

DNSSEC Secured!

Congratulations!!
We've detected you're browsing in a DNSSEC secured environment!!

DMNSSEC-Tools
Resources
About DNSSEC-Tools i
Main Page
Mews
Tularials
Tool Descriptions

The goal of the DNSSEC-Tools project is lo create a set of software tools, patches, applications,
wrappers, extensions, and plugins that will help ease the deployment of DNSSEC related technologies.

|
|
|
e Read the Tutorials !
= Explore the wiki |
* See the Tool Descriptions and ScreenShots |
e Download and Install | rerything
| o Libwal
| o GUI Apps
| = DNSSEC-Chec
| = Lockup
= DNSSEC-Mod

To contact the project developers, please write the users AT dnssec-lools org mailing list or submit bugs
o the bug database

News: 2.1 Released

| Additional
| Documentation
| Test Zona

MNew Features

clonuts: Added the ability to summarize information

abour a zene in the ocutput, such as che upcoming
entire zZons expiry Tims, =cc
Added the ability ©to guery live zones for
cacerds te analyze. EG:

donucs live:good-a,badsign-a cest.dnssec—tools.ord Autheritative Zones

Added a =¥ awitch to dump records analyszed Authoritative Servers

Libwal: Add support for conditionally checking all RRSIGs

already fouwnd.

|
|
on an asssertion even £f one that validates is |
Lock for zonecuts based om NS records, not SOA |

|

Added initial support for TSIG in order to enable

Recursive Servers
Applications
Application
Developers

libwal to query recursive name servers thatc
authorized recursiwve lookup for only chose hosts
that uszed a particular TSIG key.

Validator . pm Steore respondent namse server information in resulc

struccurs.

Cwrl additional sensor modules




Trying not to contradict

4 DMSSEC-Tools - Mozilla Firefox

DMSSEC D .. aes Domain Ma. .. & How To Se... DMSSEC-Tools Bloodhoun. .. DMSSEC-Tt
| | & L | 1] l
(- i & https:wwwdnssec-tools.org

[5] Most Vis Firefox has blocked contentthatisnt secure. ® » [CToolsw [Tisearchw [©

Most websites will still work properly even when this
content is hlocked.

Learn maore. ..

 Keep Blocking | v :
|_p—_g : your domain secure?

Sign Your Zone Tutorials Install -

DNSSEC Secured!
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Anchors of trus

Domain spec
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Further points

* Get rid of passwords, use HOBA

* Let the user build their own trust
network

* Connect networks the user trusts

* Incident management and live
reporting (panic button)
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